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The way we work has changed, and the tools, platforms and devices we use have also 
changed. While the business world had been transitioning to a more agile and flexible 
model, the global pandemic accelerated that process exponentially, with workers 
needing new tools and processes in order to stay productive. 

But this new way of working brings with it new worries and challenges for IT decision 
makers and managers, who have needed to deliver devices and services that allow 
workers to be productive and efficient, while also keeping them safe and supported. 

In this in-depth IT Pro report, presented in association with Daisy and Cisco, we’ll 
explore the challenges presented by the remote and hybrid working models that have 
become the norm, and explore how adopting a secure access service edge (SASE) 
model could be the ideal solution for businesses that need to remain productive and 
efficient, no matter where their workers may be. 
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W ith apps and hardware 
continuously developing all 
the time, it can be difficult to 
look back and realise just how 

much the technology landscape has changed 
over the past decade – over the past couple 
of years, even. However, the way we work has 
changed enormously in recent years, with 
cloud-based applications, remote working 
and an ever-widening variety of hardware now 
commonplace in businesses.
 
The volume of change demands a complete 
rethink of the way business networks are 
designed and managed, and how they are 
secured. If you’re trying to run today’s apps on 
yesterday’s network infrastructure, you’re going 
to be at a serious competitive disadvantage. 
The case for digital transformation is 
unarguable. Here’s why.

THE ‘TRADITIONAL’ NETWORK   
It seems almost ridiculous to talk of ‘traditional’ 
business networks when we’re discussing 
technology that was regarded as cutting edge  
a decade ago, but that’s the world we live in.
 
Daisy’s Head of Connectivity, Mark Hall, gives 
us a reminder of just how much things have 
changed within a short space of time, using his 
own experience as an example. “If you look 
back five or 10 years, I was spending most of 
my time, apart from when I was on the road 
meeting customers, sat in one of our offices,” 
he says.
 
“I was using a CRM application that was hosted 
at head office. I was using a Mitel telephone 

system that was hosted at head office. What else 
did I use to do my job back then? I was using the 
Microsoft product suite that was hosted within 
the company. When I went to see customers, I 
had a Blackberry with email and not much else. 
I couldn’t use a CRM system remotely. I couldn’t 
really use the laptop outside of the office, 
certainly not to access any work applications.”
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THE NEED FOR DIGITAL 
TRANSFORMATION

C H A P T E R  O N E

Digital transformation has been a buzzword for a long time, but 
why should businesses be looking to make that move?



That focus on working largely from the office 
had a direct impact on the way networks were 
designed. “If you’re the IT director at that 
time, you have almost all of your users sat on 
a company site,” says Hall. “To do their job, 
they’re connecting to applications that also 
sit on another company site or part of the 
corporate network. Networking at that time was 
relatively simple. You added a private network 
that connected all of your branch offices back to 
head office and your data centre.”

Security was also relatively straightforward 
because data could almost be physically 
contained. With the vast majority of staff 
working on site, “you could put all of your 
network security and all of your security policies 
in the centre of your network, because that was 
where your internet gateway was. If you were 
an IT director with a relatively limited team of 
people, you could manage that internet break 
out, the firewalls that are associated with it, and 
all of the security elements associated with it 
too, because physically they were essentially 
located in one place.”
 
THE NEW WAY OF WORKING
Even before the pandemic, remote working 
was a growing trend within businesses. COVID 
has, of course, led to an absolute explosion 
in the proportion of staff working from home. 
And although many regions are returning to 
a semblance of normality, a succession of 
studies have shown that staff and businesses 
are definitely willing to make remote or hybrid 
working a permanent fixture.
 
A PwC study published in January found that 
83% of employers believed that the shift to 
remote working had been a success for their 
company, up from 73% six months prior. What’s 
more, both employers and employees reported 
that productivity had improved after a long 
period of lockdown-related remote working, 
with a slim majority of employers reporting that 
employees were more productive when working 
from home.
 
However, the shift to remote working doesn’t 
come without fears. There are the human fears: 
the lack of personal contact with colleagues, the 
increased difficulty of training new starters, the 
lack of company cohesion. But there are also 
significant technology fears. A recent survey of 
3,600 IT managers worldwide carried out by 
security vendor Acronis found that almost half 
cited the challenge of securing these hybrid 
workers, while 45% were worried about the 
uptime of business applications and networks.
 
Those fears will be most felt in companies 
that are still relying on a traditional network 
infrastructure to support modern, high-

REMOTE 
WORKING 
WAS A 
GROWING 
TREND
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bandwidth applications. “That traditional 
network approach, just isn’t the right approach 
anymore,” Hall says. “It’s got loads of 
downsides. Primarily, it’s a bottleneck. All of 
your traffic has to tunnel back to this centralised 
architecture to then break out to the internet.
 
“It means that companies are always fighting 
to catch up because you just chuck in loads of 
bandwidth in the places it doesn’t need to go. 
You need to upgrade your circuits continually. 
You need to upgrade your firewalls and all your 
other associated network hardware.”
 
TIME FOR SASE
Avoiding those bandwidth bottlenecks and 
the obvious desire to ensure today’s cloud 
applications are properly secured are two of 
the reasons why many companies are 
embracing secure access service edge (SASE).
 
Implemented correctly, it’s a win-win for both 
the company and its employees. The company 
doesn’t end up spending needlessly on 
bandwidth and networking hardware, while 
remote working employees aren’t left frustrated 
when applications freeze and they can’t do 
their jobs. Meanwhile, IT directors can sleep 
more easily at night, knowing the correct access 
and security controls are in place for cloud 
applications, minimising the risk that sensitive 
company data is going to leak.
 

SASE IS A CLOUD-
FIRST APPROACH 
TO NETWORKING 
MARRIED WITH 
A CLOUD-FIRST 
APPROACH TO 
SECURITY

SASE is a cloud-first approach to networking 
married with a cloud-first approach to security, 
and in the next chapter we’ll explain the many 
benefits that SASE could bring to your business.

IT DIRECTORS CAN SLEEP MORE 
EASILY AT NIGHT, KNOWING THE 
CORRECT ACCESS AND SECURITY 
CONTROLS ARE IN PLACE
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Secure access service edge (SASE) isn’t 
a single product that you can order 
in one hit, but a network architecture 
that combines a number of different 

technologies. When those building blocks are 
put in place, not only should your company 
benefit from enhanced security that is 
specifically designed to cater for today’s widely 
distributed workforce, but increased network 
performance too.

Here, then, are the key components of SASE.

THE FIVE BUILDING BLOCKS
       SD-WAN
       Cloud access security broker
       Secure web gateway
       Cloud-delivered firewall
       Zero trust network access

Let’s deal with each of these in turn.
 
SD-WAN
Software-defined wide-area networking  
(SD-WAN) removes one of the big bottlenecks 
that businesses face today, especially in this  
new era of branch offices and home working.
 
A traditional WAN sees a company extend 
its network over large distances, physically 
connecting branch offices and data centres 
together to create secure links for business data. 
That was fine in the era when the vast majority 
of staff were office-based and applications were 
relatively low bandwidth, but the pandemic-
fuelled drive towards home working and the 
emergence of high-bandwidth/low-latency 
apps such as videoconferencing and VoIP have 
put enormous strain on WANs. Companies are 
either forced to keep reinvesting in order to 

THE BUILDING 
BLOCKS OF SASE

C H A P T E R  T W O

Many aspects of SASE have been around for a while, but 
bringing all those pieces together reaps real benefits
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eradicate bandwidth bottlenecks or application 
performance suffers.
 
With SD-WAN, the networking hardware 
is effectively decoupled from the control 
mechanism. Software or virtual appliances 
are used to apply application-level policies, 
ensuring the most demanding applications get 
the bandwidth and security they need. Crucially, 
SD-WAN can take advantage of the full gamut 
of available connectivity – fixed line or mobile 
– to ensure employees get the application 
performance they need, whether working from 
the office, home or on the road.

CLOUD ACCESS SECURITY BROKER
The cloud access security broker (CASB), 
sometimes referred to as a cloud access security 
barrier, allows a company to enforce its security 
policies upon cloud applications.
 
Access to cloud applications has become an 
essential part of modern productivity, with 
employees requiring the same access to apps 
and company data whether they are working 
from the office, from home or travelling. 
Irrespective of whether they are working from a 
company-supplied laptop or from their personal 
smartphone, employees expect to have access 
to business-critical apps. The CASB lets the 
company enforce security policy, irrespective of 

the employee’s location or the device 
they’re using.
 
A CASB acts as the intermediary between the 
cloud providers and your employees, and spans 
across software-as-a-service (SaaS), platform-
as-a-service (PaaS), and infrastructure-as-a-
service (IaaS) environments. The CASB helps an 
organisation monitor user behaviour and put 
strict controls on which employees get access to 
which data, so that staff can’t access data that 
isn’t critical to their job function, reducing the 
risk of data leaks.
 
The CASB will also monitor which third-party 
apps have access to company data, allowing the 
business to quickly shut off any apps that are 
deemed a security risk, either because they’re 
a known malware threat or may potentially leak 
sensitive data.
 
SECURE WEB GATEWAY AND 
CLOUD-DELIVERED FIREWALL
We’re putting these two together, because 
they’re both encompassed by solutions such 
as Cisco’s Umbrella technology, which can be 
bought and configured through a partner such 
as Daisy.
 
A secure web gateway minimises the risk of 
web-based threats wreaking havoc within 
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your organisation. Content can be filtered, 
either by category or specific URLs. Users can 
be prevented from downloading certain file 
types (such as .exe or .iso files) that are regular 
sources of malware. And any files that are 
downloaded or uploaded from the company 
network will be scanned for known malware.
 
The gateway can also massively reduce the risk 
of data leaks by applying granular controls to 
specific applications. Users can be blocked from 
uploading files to Dropbox, for instance, or from 
uploading attachments to Gmail accounts.
 
This high level of protection is coupled with 
detailed reporting, allowing network managers 
to identify and block threats that might be 
specific to their organisation.
 
The cloud-delivered firewall, meanwhile, 
gives the company full control over the type 
of internet traffic that’s permitted across its 
network. Unwanted traffic can be blocked 
using IP, port or protocol rules. Plus, there’s 
automated detection and blocking of known 
vulnerabilities, helping to ensure that the 
business isn’t caught out by existing threats.
 
What’s more, both the secure web gateway and 
cloud-delivered firewall can be configured and 
controlled from a single dashboard, helping to 
reduce IT management overheads and 
needless complexity.
 
ZERO TRUST NETWORK ACCESS
Trust was traditionally based on location, with 
access to the network granted if a user was 
physically inside the company’s premises. That 
model simply doesn’t work in today’s world, 
which is why zero trust network access 
is important.
 
As previously discussed, employees need 
access to company data from almost anywhere. 
Zero trust network access helps ensure it’s only 
your employees or contractors who are getting 
that access and not bad actors.
 
This is achieved in a variety of ways. Businesses 
are protected against stolen login credentials 
with multi-factor authentication, ensuring 
compromised passwords aren’t sufficient to 
gain access to sensitive data and applications.

Different risk profiles can also be assigned to 
different applications. You might decide, for 
example, that an app explaining the company’s 
benefits scheme has a lower risk profile than 
one containing customer sales data, thus 
applying security policies accordingly.
 
The sheer number of devices being used 
inside businesses these days is mind-blowing, 
especially when you take into account 
employees accessing company data from 
personal devices. Zero trust access networks 
can identify devices that pose a security risk 
and enforce enhanced security policies for 
those specific devices. Compromised or stolen 
devices, meanwhile, can be blocked completely.

BRINGING IT ALL TOGETHER
Combining all these different SASE building 
blocks might seem like a daunting task, but 
that’s where Daisy and partners such as Cisco 
can help. Daisy’s experts have extensive 
experience of helping organisations move to 
a SASE environment that could bring huge 
benefits to your business, as we’ll discuss in 
the next chapter.

TRUST WAS 
BASED ON 
LOCATION, 
WITH ACCESS 
TO THE 
NETWORK 
GRANTED IF 
A USER WAS 
PHYSICALLY 
INSIDE THE 
COMPANY
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HOW SASE CAN 
TRANSFORM YOUR 
BUSINESS

C H A P T E R  T H R E E

SD-WAN WILL NOT ONLY  
HELP YOU GET THE BANDWIDTH 
TO WHERE IT’S NEEDED, BUT 
COULD ALSO SAVE MONEY 
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C hances are your business has 
already been transformed over the 
past couple of years, as the COVID 
pandemic has changed the normal 

way of working for companies worldwide. 
But has your IT infrastructure been through 
the necessary transformation too? Here, we’ll 
explain why moving to a SASE model could 
transform not only the performance of your 
organisation’s IT network, but also give your 
business much greater control over its entire  
IT infrastructure too.

IMPROVED NETWORK 
PERFORMANCE
As Daisy’s Head of Connectivity, Mark Hall, 
explained in the opening chapter, trying to 
support hundreds or thousands of remote 
workers on a traditional WAN will likely introduce 
big traffic bottlenecks.
 
Today’s critical business applications are 
bandwidth intensive and require low latency. 
Video meetings, online collaboration tools and 
rich SaaS applications are intolerant of patchy 
connections. If all of your company’s internet 
traffic is handled by a traditional MPLS WAN 
– where traffic is fed through a central hub to 
be inspected by security appliances – cloud 
application performance will likely suffer. The 
company will find itself in a bandwidth arms race, 
furiously adding expensive networking hardware 
and extra capacity, just so that staff can 
keep working.
 
Don’t be tempted by the sticking plaster 
solution. SD-WAN, one of the core SASE 
components, will not only help you get the 
bandwidth to where it’s needed, but could also 
save money on IT infrastructure costs.

SD-WAN lets the business leverage all the 
different types of transport technology – whether 
that be MPLS, broadband internet or mobile 
broadband – to provide a secure connection 
between users and the applications they need to 
do their jobs.
 
By dynamically assigning bandwidth and 
choosing the most appropriate transport 
method, SD-WAN avoids the need to funnel 
everything through a central hub. Your staff 
get the performance they need, without 
compromising on security.

OUT-OF-THE-BOX OFFICE
Daisy’s SD-WAN solutions are powered by 
Cisco Meraki, making deployment as simple 
as possible. Out-of-the-box MX appliances 
can be plugged in almost anywhere, providing 
an office-like experience for home workers or 
temporary offices anywhere in the world. 
 
As Daisy’s Mark Hall, explains: “There’s a range 
of network devices that are specifically  
designed for branch offices and home workers. 
For example, if you’ve got a branch office with 
100 users in there, there’ll be two or three 
devices within the Meraki portfolio that have got 
the required throughput to cope with that kind 
of bandwidth.
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“If you’ve got a much smaller site, like a retail 
site or a construction site, where you probably 
don’t need super-high performance levels, 
but you want that box to also provide some 
switching and wireless access for people working 
in what is probably quite a small office space, 
Cisco has a product within the MX range that will 
do that.
 
“If you’re a home or remote worker and you want 
to have a little teleworker box the size and shape 
of a home router, they’ve got those too.”
 
In other words, SD-WAN can have a liberating 
effect on your business, freeing staff 
to work wherever best suits them and 
the organisation.

CONFIGURE-AND-GO
Having staff and appliances dispersed in 
hundreds or even thousands of different locations 
might fill an IT director with dread. How will that 
network be managed? How will it be secured?
 
The Cisco MX appliances are designed to be 
zero-touch and 100% cloud managed. Whether 
staff are sitting at their desks in the company’s 
head office or working out of a home office 
in their back garden, your IT team will have 
the exact same visibility and management 
capability. The MX appliances are even available 
as virtualised images, meaning they can be 
deployed in public and private clouds. And all 
of these appliances – physical or virtual – can be 
configured from a single dashboard.
 
“The bit that makes it all happen, ultimately – and 
this is true of any good SASE solution – is that 
everything you want to do with that hardware, 

all of the features that you want to turn on is 
basically down to what licences you buy,” 
says Hall.
 
“It’s then about configuring the features within 
that licence, once, in the cloud dashboard, and 
then just pushing them out to your entire estate, 
regardless of whether it’s head office, branch 
office, remote worker, data centre or public cloud 
environment. You push out that configuration in 
one go.”
 
SASE helps give IT directors greater control over 
their entire environment than they’ve ever had 
before. And that applies to security too, with 
IT staff no longer having to fret about whether 
branch offices have applied the latest updates or 
having on-site IT staff to apply security patches. 
 
“When security vulnerabilities have been 
identified, and a software upgrade needs to be 
applied, you can just find an appropriate time for 
your network to push that update out,” says Hall. 
“You do it en masse, it doesn’t matter whether 
you’ve got five offices or 500 offices.”

IMPROVING IT EFFICIENCY
Finally, with the management services offered 
by Daisy, businesses don’t need to have large 
teams of IT staff on call around the clock to 
deal with the latest threats. Daisy’s Security 
Operations Centre (SOC) is highly experienced 
at dealing with the threats that many different 
types of organisations face, whether that be 
ransomware attacks, distributed denial of service 
(DDoS) or network intrusions. And, of course, 
when the SOC identifies a new threat attacking 
one client, it can learn from the method of attack 
to protect other clients from similar strikes.
 
Daisy’s managed services give companies the 
flexibility to decide how much of the security 
and network management functions they want 
to leave in the hands of their own staff. That 
flexibility also protects companies from forces 
outside of their control, such as shortages of 
trained IT security staff, meaning the business is 
never left exposed.
 
SASE has the ability to deliver office-grade 
network performance to staff irrespective of 
their location, improve security and network 
management, and provide much-needed 
flexibility for IT staff. If that’s not transformative, 
we don’t know what is.



Q&A
IT Pro sat down with Mark Hall, head of connectivity at Daisy to 
get a first hand account of what SASE can do for a business
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T H E  F U T U R E  O F  P R O D U C T I V I T Y

I f your business is plotting a switch to the 
SASE model, you’re likely going to need 
help in planning, migrating and configuring 
your network.

In this Q&A, Daisy’s Head of Connectivity, Mark 
Hall, explains the benefits of the SASE model for 
the post-pandemic business and how Daisy can 
help businesses through their deployments.

Mark, tell us why SASE has become 
increasingly relevant since the pandemic?
SASE is a phrase that Gartner came up with a 
couple of years ago and it’s basically the merging 
of that cloud-first approach to security with a 
cloud-first approach to the network.
 
If you’re an IT manager that suddenly needs to 
put networking equipment, particularly firewalls, 
in potentially hundreds or thousands of branch 
offices, you need a way to adequately provision, 
manage, upgrade, and apply software and 
security patches from a single place, maybe 
even remotely.
 
If you are an organisation that wants to, or is 
being forced to work in that more modern way 
– either for staff-retention purposes, or because 

you think it makes your staff more efficient, or 
because your staff are reluctant to come back 
into the office after COVID – that presents you 
with challenges about how you design and build 
a network that still works incredibly well for that 
environment. The traditional way of doing it 
was based on a traditional office model that just 
doesn’t apply anymore. 

People often focus on the security benefits 
when it comes to SASE, but the network 
performance benefits are huge too, right?
Security is the prerequisite to let everything 
else happen. You could build the best, most 
appropriate network for your business model, 
but if you can’t secure it, you’re never going to 
make the most out of it.

The reason that security bit is so important is 
because it allows you to get away from that 
old model of having to punt everything back 
to one place to secure it and then break it out. 
You don’t just need perimeter network security, 
but security throughout everything that your 
organisation touches. And that’s what allows 
you to have high-performance internet circuits 
at sites, or for home workers, that just access 
the applications that they need directly.



THE NUMBER OF THREATS THERE 
ARE TO A CORPORATE NETWORK 
HAS EXPLODED IN RECENT YEARS
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SD-WAN comes with additional network-
performance features, such as being able to 
route traffic over different circuits depending 
on what you want the priority to be. You know 
what traffic type you want to have priority over 
others. Email could go out over 4G or a regular 
broadband connection, for example, but a 
voice or video call that needs a set amount of 
bandwidth, both upload and download, you 
might want to put that on a higher performance 
circuit. SD-WAN can make those real-time 
decisions based on the logic that you put into 
the network design in the first place, to make 
sure that you’re always using the best available 
bandwidth from the best available circuit.

What are the benefits of working with a 
partner such as Daisy when it comes to 
implementing SASE in your organisation?
Why not do it yourself? There are a few 
reasons, but it comes back to the time and 
management overhead. There is still a lot of 
time and effort that you need to spend as a 
network manager, with software updates and 
security patches coming out all the time. The 
number of threats there are to a corporate 
network has exploded in recent years and will 
continue to exponentially increase. Frankly, 
just keeping up with everything, and making 
sure that when it happens that you’re actually 
doing something with it, is becoming incredibly 
difficult. That’s a full-time job for quite a few 
people for most decent-sized organisations.
 
It’s getting to the point where it’s not even 
really a question of trying to do it in-house. 
You need to work with a partner that can do 
all of that for you and then just advise you on 
what the latest threats are and suggest the 
mitigation to those threats. And then if you 
want to work with a partner to manage your 
infrastructure, they can do that for you, and 
that partner could be Daisy.

Why partner with Daisy instead of  
other providers?
Connectivity and cyber security are two of the 
most mature and successful areas of our portfolio. 
We own and operate a core network providing 
over 300,000 circuits to our customers. We’ve 
been providing solutions as a Cisco Gold Partner 
for more than 20 years and have been providing 
managed SD-WAN solutions since 2015.

That gives us a fantastic combination of scale and 
references, not just in SD-WAN or cyber security, 
but in both, which as they come together 
will be increasingly more important. We have 
partnerships with the leading vendors globally 
and have top-tier accreditations with those 
vendors. In order to get that, you have to transact 
a certain amount of business in that particular 
product line, and you have to train and maintain 
a certain number of sales, pre-sales, delivery and 
support engineers within that product line. In 
short, you have to know your stuff!
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On top of that, we can not only design, deploy 
and manage the SASE solution but also include 
other value-added managed services from 
our networks or Security Operations Centres 
into a single, all-encompassing service for our 
customers who want that bit of extra help from 
a partner. This also frees up their time to focus 
on driving their business forwards.

Explain to us how you would typically 
manage a SASE implementation for a client? 
When we work with a customer, we would 
engage with them in a consultancy pre-sale 
phase to understand their requirements.  
As part of that we would then recommend  
the best-fit design using the breadth of  
our portfolio.

We would then also deliver that infrastructure 
for them, both in terms of the configuration of 
the network in the cloud, but also the physical, 
going to site – we go and do the site audits, 
we do the wireless coverage surveys, we do 
the cabling and install the network hardware 
as well.
 
And then, once the installation period is 
done, we take it on to the service level, 
where we do all of the break/fix maintenance 
associated with that hardware. We can also do 
the associated managed service of both that 

network infrastructure as well as the security 
elements. That management layer can vary 
depending on how much the customer wants 
to do themselves.
 
So, it’s an all-encompassing service that is 
very thorough and covers everything that 
a customer would expect from a managed 
service in this particular product set.

We’ve written previously about how Daisy 
can help customers with, say, Microsoft 365 
rollouts. Does it help to manage SASE if 
you’ve previously helped clients with those 
kinds of rollouts?
Definitely, because ultimately the reason that 
SASE exists is because of a change in the way 
that a company’s users access their data and 
applications. So, if Daisy is the incumbent 
provider of those applications or some of those 
devices, we already have that picture when 
we go and do that consultative phase with the 
customer. We’re already deeply ingrained with 
how that network’s currently working, what that 
user experience looks like.
 
Yes, you can take away all the information that 
you want from various whiteboarding sessions, 
but you can’t really substitute having had 
months and years of actually managing aspects 
of that in real life.


